Business Associate Agreement

In accordance with the Federal Health Insurance Portability and Accountability Act of 1996 and its related regulations (“HIPAA”), Suffolk County Medical Society, (“Business Associate”) hereby acknowledges and agrees that it is a “Business Associate” (as defined by HIPAA) of __________________________, (“Covered Entity”). Accordingly, Covered Entity and Business Associate agree to the following:

1.
Business Associate shall require all of its agents and subcontractors (if any) who assist Business Associate in providing services (the “Services”) to comply with all applicable requirements of HIPAA, provided, however, that Business Associate shall not provide any protected health information (as defined by HIPAA) (“PHI”) to an agent or subcontractor without the prior written consent of Covered Entity.

2.
Business Associate acknowledges that it will create, receive, use and/or disclose PHI on Covered Entity’s behalf solely for the purpose of providing the Services.  Further, Business Associate agrees that it shall only use and/or disclose Covered Entity’s PHI in accordance with: (a) HIPAA’s requirements and applicable requirements of Federal and state laws, rules and regulations; and (b) the terms of this Agreement and any subsequent written amendments thereto executed by the parties. In addition, Business Associate may use or disclose PHI for the proper management and administration of the Business Associate, as permitted by, and subject to, the requirements of HIPAA (including, without limitation, the minimum necessary rule).

3.
Business Associate and its employees and agents shall comply with the terms of this Agreement, as well as all applicable requirements of HIPAA, regarding the use, disclosure and security of PHI. Further, Business Associate shall not, and shall cause its employees and agents not to, use or disclose Covered Entity’s PHI in any manner that would violate HIPAA if such use or disclosure were made by the Covered Entity.

4.
Business Associate shall ensure that, prior to granting access to any of the Covered Entity’s PHI, Business Associate’s employees, agents, and any other third parties to whom Business Associate discloses Covered Entity’s PHI will each enter into an agreement with Business Associate in which they agree to abide by the terms and conditions of this Agreement regarding the use and disclosure of Covered Entity’s PHI including implementation of reasonable and appropriate safeguards to protect PHI.  Business Associate shall provide Covered Entity with evidence of such agreements upon request.

5.
Business Associate shall take all reasonable steps necessary to safeguard Covered Entity’s PHI and to prevent the use or disclosure of such PHI in any manner other than as expressly authorized by this Agreement. Without limiting the requirement set forth in the foregoing sentence, Business Associate agrees to protect the integrity and confidentiality of any PHI it electronically exchanges with Covered Entity.

6.
If Business Associate becomes aware of any incidents of the use or disclosure of Covered Entity’s PHI in a manner which violates the terms of this Agreement or the requirements of HIPAA, then Business Associate agrees to promptly notify Covered Entity in writing of each incident and to cooperate with Covered Entity in mitigating the effect of the violation.

7.
The parties acknowledge that HIPAA includes requirements to provide individuals with access to their PHI in “designated record sets” (as defined by HIPAA) and to allow individuals to request amendments to designated record sets. Business Associate shall assist Covered Entity in complying with such requirements by forwarding to Covered Entity a copy of all or part of any designated record sets in Business Associate’s possession or control requested by Covered Entity within five (5) days of the date of such request. Business Associate shall also incorporate any amendments to the PHI made by Covered Entity in Business Associate’s designated record sets in accordance with HIPAA.

8.
The parties acknowledge that HIPAA includes a requirement to provide accountings of disclosures of individuals’ PHI to individuals. Business Associate shall assist Covered Entity in complying with such requirement by making available to Covered Entity all necessary information for Covered Entity to make full and complete accountings upon request by Covered Entity within seven (7) days of the date of such request. Business Associate shall retain any and all information required for the Covered Entity to make full and complete accountings to individuals, for no less than six (6) years.

9.
Where Business Associate creates, maintains, or transmits electronic protected health information on behalf of Covered Entity, Business Associate agrees to implement administrative, physical, and technical safeguards that reasonably and appropriately protect confidentiality, integrity, and availability of such electronic protected health information.

10.
Upon request, Business Associate shall make its internal practices, books and records relating to its use and disclosure of Covered Entity’s PHI and Business Associate’s compliance with HIPAA available to Covered Entity upon reasonable notice during normal business hours and to the United States Department of Health and Human Services at any time for the purpose of determining compliance with HIPAA.

11.
Upon the termination or expiration of this Agreement or the Services, whichever occurs first, Business Associate shall cease and desist all uses and disclosures of Covered Entity’s PHI and shall immediately return or destroy in accordance with Covered Entity’s preference all copies of such PHI in a reasonable manner consistent with HIPAA; provided, however, that Business Associate shall reasonably cooperate with Covered Entity to ensure that no original PHI records are destroyed.  Business Associate shall certify to Covered Entity that all PHI has been returned or destroyed in accordance with Covered Entity’s preference within thirty (30) days after the termination or expiration of this Agreement or the Services, wherever occurs first. Notwithstanding the foregoing, if it is not feasible for PHI to be returned or destroyed, then Business Associate may retain such PHI subject to Business Associate’s continuing adherence to all requirements of HIPAA. Notwithstanding anything to the contrary contained in this Agreement, this Section 11 shall survive the termination of this Agreement.

12.
Business Associate agrees to indemnify, defend and hold harmless Covered Entity and its employees, directors/trustees, members, representatives and agents (collectively, the “Indemnities”) from and against any and all claims (whether in law or in equity), obligations, actions, causes of action, suits, debts, judgments, losses, fines, penalties, damages, expenses (including attorney’s fees), liabilities, lawsuits or costs incurred by the Indemnities which arise or result from a breach of the terms and conditions of this Agreement by Business Associate or its employees or agents.

13.
Notwithstanding anything to the contrary contained in this Agreement or in any other agreement between the parties, Covered Entity (in its sole discretion) shall have the right to terminate this Agreement and any and all other agreements between the parties, without any cost or penalty, immediately upon a breach of this Agreement by Business Associate or its employees or agents. Accordingly, this Agreement shall constitute an amendment to all existing agreements between Covered Entity and Business Associate.

14.
The parties agree to execute any additional documents or amendments to this Agreement reasonably necessary for each of the parties to comply with HIPAA.

15.
Terms included herein but not defined shall have the same meaning as those terms in the HIPAA Standards for Privacy of Individually Identifiable Information, 45 CFR part 160 and part 164, subparts A and E.
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